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1. INTRODUCTION & SCOPE

Chaibasa Engineering College (“the Institute,” “we,” “us,” or “our”) is committed to protecting
the privacy and personal data of all prospective students, parents, guardians, and visitors who
interact with us through our website, social media platforms, advertising campaigns, or any other

digital or offline medium.

This Privacy & Data Protection Policy explains how we collect, use, store, protect, and dispose of
your personal data in connection with admission counselling, seat allocation, and dissemination
of academic information. This policy applies to all data collected through:

o Facebook & Instagram Lead Ad Campaigns (Meta Platforms)

» Google Ads, Google Search, and Google Display Network Campaigns

» Our official website and landing pages

» WhatsApp, telephonic enquiries, and walk-in registrations

» Education fairs, outreach events, and offline registration forms

LEGAL BASIS

This policy is governed by the Digital Personal Data Protection Act, 2023 (DPDPA), the Digital
Personal Data Protection Rules, 2025, the Information Technology Act, 2000, Meta’s Lead Ads
Terms of Service, and Google’s Advertising Policies.

2. DATA WE COLLECT

We collect only the personal data necessary to fulfil the purpose of admission counselling and
providing information about academic programmes, seat availability, fee structures, and
scholarship opportunities. The data we may collect includes:

» Identity Information: Full name, date of birth, gender

» Contact Information: Mobile number, email address, residential address, city, state, PIN
code
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» Academic Information: Qualifying examination details, marks or percentages,
board/university name, stream or branch preference

» Demographic Information: Category (General/SC/ST/0OBC), parent or guardian name

« Campaign Source Data: The advertising platform through which you submitted your
enquiry (e.g., Facebook, Instagram, Google)

Important: We do NOT collect any financial data (bank account details, credit/debit card
numbers), biometric data, passwords, Aadhaar numbers, or any sensitive personal data as
defined under the DPDPA, 2023 through our ad campaigns or lead forms.

3. Purpose of Data Collection
Your personal data is collected and processed strictly for the following purposes:

» Providing information about admission processes, eligibility criteria, available
programmes, and seat availability

» Conducting admission counselling sessions via phone, WhatsApp, email, or in-person
meetings

» Sending updates about application deadlines, document submission requirements, and
merit list announcements

» Responding to your specific queries about the Institute, its departments, fees, hostel
facilities, placements, and scholarships

» Internal analysis and improvement of our outreach and counselling processes

Your data will NEVER be used for any purpose other than what is stated above. If a form is
designed to provide admission-related information, the data will not be repurposed for
unrelated newsletters, third-party marketing, or any other commercial activities.

4. CONSENT & LAWFUL BASIS FOR PROCESSING

By submitting your information through any of our lead forms (on Facebook, Instagram, Google,

our website, or offline forms), you provide your free, specific, informed, and unambiguous

consent for the Institute to collect, store, and process your personal data for the purposes

described in Section 3 of this policy.
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Under the Digital Personal Data Protection Act, 2023:

We act as the Data Fiduciary responsible for the processing of your personal data

You, as the individual providing data, are the Data Principal and hold the right to
manage, review, and withdraw your consent at any time

Consent is obtained through clearly identifiable actions such as form submission, and is
accompanied by or preceded by this notice describing the data collected and its purpose

DPDPA REFERENCE

As per Section 6 of the DPDPA, 2023, personal data may only be processed for a lawful purpose for
which the Data Principal has given consent. The Institute ensures that consent is requested
through clear and plain language, specifying the purpose of data collection.

5. NO SHARING WITH THIRD PARTIES

We are firmly committed to preserving the confidentiality of your data. Your personal

information will NOT be sold, rented, traded, licensed, or shared with any third party, vendor,

marketing agency, data broker, or external organisation for any purpose including but not limited

to:

Third-party marketing, telemarketing, or promotional activities
Data resale or monetisation in any form
Sharing with other educational institutions, coaching centres, or recruitment agencies

Any advertising or retargeting by external entities

The only exceptions where data may be disclosed are:

When required by an order of a court of law or a lawful directive from a competent
government authority

When necessary to comply with statutory or regulatory obligations under Indian law

With your explicit, written consent for a specific, clearly identified purpose

6. RIGHT TO OPT OUT & DATA ERASURE

We respect your right to control your personal data. If at any point you no longer wish to receive

admission-related communication from us or wish to have your data removed from our records,

you may exercise the following rights:
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Right to Withdraw Consent: You may withdraw your consent at any time by contacting us
via the channels mentioned in Section 11. Upon withdrawal, we will cease all further
processing of your data.

Right to Erasure: Upon receiving your opt-out or removal request, your data will be
permanently deleted from our contact sheets, CRM systems, and any internal databases
within 30 business days.

Right to Correction: You may request corrections to any inaccurate or incomplete data
we hold about you.

Right to Access: You may request a summary of the personal data we hold about you and
the purposes for which it is being processed.

Right to Grievance Redressal: You may raise a complaint with the Institute’s Data
Protection Officer or the Data Protection Board of India if you believe your data rights
have been violated.

Once you express disinterest in receiving admission-related information, your data will be
removed from all active contact lists and communication workflows immediately. No
further calls, messages, or emails will be sent to you from our admission team.

7. DATA SECURITY & PROTECTION MEASURES

The Institute implements appropriate technical and organisational security measures to protect

your personal data from unauthorised access, alteration, disclosure, or destruction. These

measures include:

Access to collected data is restricted to authorised admission team personnel only, on a
need-to-know basis

Lead data downloaded from Meta (Facebook/Instagram) and Google platforms is stored in
password-protected and access-controlled systems

Staff members handling personal data are trained on data privacy obligations and are
bound by confidentiality undertakings

Periodic reviews and audits of data handling practices to ensure ongoing compliance

Data is retained only for the duration necessary to fulfil the stated purpose, after which it
is securely deleted
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SECURITY COMPLIANCE

In accordance with Section 8(4) of the DPDPA, 2023 and Rule 6 of the Information Technology
(Reasonable Security Practices) Rules, 2011, the Institute implements reasonable security
safeguards including encryption, access controls, and regular audits to protect personal data.

8. Data Retention & Disposal
We retain your personal data only for as long as it is necessary to fulfil the purpose for which it

was collected. Our retention guidelines are:

» Active Leads: Data of prospective students who are actively engaged in the admission
process is retained for the duration of the current admission cycle.

« Inactive Leads: If no engagement occurs within 12 months of initial collection, the data is
flagged for deletion.

o Opted-Out Individuals: Data is permanently erased within 30 business days of receiving
the opt-out request.

« Enrolled Students: Data of students who have enrolled transitions to the Institute’s
student records system and is governed by the Institute’s academic data retention
policies.

Upon expiry of the retention period, all personal data is securely erased from digital systems
using industry-standard data sanitisation practices.

9. USE OF COOKIES & TRACKING TECHNOLOGIES

Our website and landing pages may use cookies and similar tracking technologies, including:

» Meta Pixel (Facebook Pixel): To measure the effectiveness of our Facebook and
Instagram advertising campaigns and to understand how visitors interact with our website
after viewing our ads. The Meta Pixel may collect data about your browsing activity on our
site for the purpose of ad measurement and optimisation.

» Google Analytics & Google Ads Conversion Tracking: To measure the performance of our
Google advertising campaigns and to understand website traffic patterns.

Version 1.0 | Page 5

Campus Address: Bistumpur, P.O. + P.S.: Jhinkpani, Dist- West Singhbhum, Jharkhand, Pin- 833215
Website: www.chaibasaengg.edu.in, Email: cec.estd.govt@gmail.com, Contact: +91 9341912202



Chaibasa Engineering College

(Estd. By Govt. of Jharkhand & run by Techno India under PPP)
(Approved by AICTE, New Delhi & Affiliated to Jharkhand University of Technology)

NBA accredited Institution (Dept — CSE, ECE)
An 1SO 9001:2015 & 21008:2018 Certified Institution

These technologies help us improve our outreach effectiveness but do not grant us access to any
personal data beyond what you voluntarily submit through our forms. You may opt out of cookie-
based tracking by adjusting your browser settings or using available opt-out tools provided by
Meta and Google.

PLATFORM DISCLOSURE

In accordance with Meta’s Business Tools Terms and Google’s Advertising Policies, we disclose that
these platforms use tracking technologies to gather data about user activities for the purpose of ad
measurement, delivery, and reporting. This data is governed by Meta’s Data Policy and Google’s
Privacy Policy respectively.

10. PROTECTION OF MINORS’ DATA

We recognise that some prospective students may be below the age of 18 at the time of enquiry.
In such cases:
» We encourage parents or lawful guardians to submit the lead form on behalf of the minor

» We do not knowingly engage in targeted advertising directed at children under 18 without
parental awareness

» The Institute does not engage in behavioural monitoring or tracking of minors for
advertising purposes

DPDPA COMPLIANCE — CHILDREN’S DATA

As per Section 9 of the DPDPA, 2023, before processing any personal data of a child (below 18
years), verifiable consent of the parent or lawful guardian shall be obtained. The Institute does not
undertake any processing that is detrimental to the well-being of a child.

11. DATA BREACH NOTIFICATION

In the unlikely event of a personal data breach that compromises the confidentiality, integrity, or
availability of your personal data, the Institute shall:

» Notify the Data Protection Board of India without unreasonable delay, and within 72 hours
of becoming aware of the breach as mandated by the DPDP Rules, 2025

» Notify affected Data Principals (individuals) promptly, providing details of the nature of
the breach and recommended protective actions
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« Take immediate remedial measures to contain the breach, minimise its impact, and
prevent recurrence

12. CHANGES TO THIS POLICY

The Institute reserves the right to update or modify this Privacy & Data Protection Policy at any
time to reflect changes in legal requirements, institutional practices, or platform policies. Any
significant changes will be posted on our official website with a revised “Last Updated” date. We

encourage you to review this policy periodically.

13. CONTACT US — DATA PRIVACY ENQUIRIES

If you have any questions, concerns, or requests regarding this policy or the handling of your
personal data, please contact us:

CHAIBASA ENGINEERING COLLEGE
Data Protection Officer / Admission Office
Phone: 7209452190

Email: info@chaibasaengg.edu.in/Privacy.chaibasaengg.edu.in@gmail.com

You may also file a grievance with the Data Protection Board of India if you believe your data
rights have been violated under the DPDPA, 2023.

Authorised Signatory

Dl
Principal-in-Charge \\

Chaibasa Engineering Cellege °
(Estd. by Gow. o Jarkband andan by Techwo aa wader PPP)

Name: Prof. Debabrata Raha
Designation: Principal-in-Charge

Date: 02/05/2025
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